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Purpose and audience of document

This document describes the installation steps and general administrative topics for the Muhimbi Workflow Power Pack for SharePoint.
The intended audience is anyone involved in the installation and administration of this solution. 
.

Disclaimer

© Muhimbi. All rights reserved. No part of this document may be altered, reproduced or distributed in any form without the expressed written permission of Muhimbi.

This document was created strictly for information purposes. No guarantee, contractual specification or condition shall be derived from this document unless agreed to in writing. Muhimbi reserves the right to make changes in the products and services described in this document at any time without notice and this document does not represent a commitment on the part of Muhimbi in the future.

While Muhimbi uses reasonable efforts to ensure that the information and materials contained in this document are current and accurate, Muhimbi makes no representations or warranties as to the accuracy, reliability or completeness of the information, text, graphics, or other items contained in the document. Muhimbi expressly disclaims liability for any errors or omissions in the materials contained in the document and would welcome feedback as to any possible errors or inaccuracies contained herein. 

Muhimbi shall not be liable for any special, indirect, incidental, or consequential damages, including without limitation, lost revenues or lost profits, which may result from the use of these materials. All offers are non-binding and without obligation unless agreed to in writing.
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1 Introduction
The Muhimbi Workflow Power Pack (WPP) for SharePoint allows custom C# or VB.NET code to be added to SharePoint Designer Workflows without the need to resort to complex Visual Studio based development or custom Workflow Activities.
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Administrators can control centrally which Web Applications are allowed to use this functionality and what assemblies can be accessed by the code. 

This document describes the installation steps and general administrative topics for the Workflow Power Pack. Details about how to use the software from a Workflow Designer’s perspective can be found in the User Guide.
The intended audience is anyone involved in the installation and administration of this solution. It is assumed that the audience has some familiarity with administering SharePoint and have been given the privileges to install and deploy solutions to the SharePoint farm. 
For more details about this product please see:

1. Product Information: 
http://www.muhimbi.com/Products/Workflow-Power-Pack-for-SharePoint.aspx
2. Frequently Asked Questions: http://www.muhimbi.com/support/faqs.aspx
3. Release Notes: http://www.muhimbi.com/support/documentation/Workflow-Power-Pack/Release-Notes.aspx
4. User Guide:
http://www.muhimbi.com/support/documentation/Workflow-Power-Pack/User-Guide.aspx
5. WPP Related content on the Muhimbi Blog: http://blog.muhimbi.com/search/label/WPP
To keep on top of the latest news and releases, please subscribe to our blog or twitter feed at http://www.muhimbi.com/contact.aspx.
1.1 Relevant articles on the Muhimbi Blog

The Muhimbi Blog is updated frequently with new articles related to this product. At the time of writing the following posts are available.

· SharePoint Workflow Power Pack User Guide - Language Features
· SharePoint Workflow Power Pack User Guide - Embedding .net code in a Workflow Condition
· SharePoint Workflow Power Pack User Guide - Embedding .net code in a Workflow Action
· SharePoint Workflow Power Pack User Guide - Creating custom methods
· Tuning SharePoint’s workflow engine
· Automatically mirror / sync a SharePoint folder structure using the Workflow Power Pack
· Synchronise SharePoint Lists (Calendar/Tasks) using the Workflow Power Pack
· Create Shortened (‘TinyURL’) links from your SharePoint Workflow
· Send rich emails with attachments from a SharePoint Designer Workflow
· Configure PDF Security from a SharePoint Workflow
· Adding a watermark to a PDF file from a SharePoint Workflow
· Adding a dynamic watermark to a PDF file from a SharePoint Workflow
· Use SharePoint Workflows to inject JavaScript into PDFs and print the ‘open date’
1.2 Prerequisites

The solution has been designed to work on an as wide as possible number of platforms. The prerequisites are as follows:

	Operating Systems
	Windows Server 2003 32 / 64 bit (including R2)
Windows Server 2008 32 / 64 bit (including R2)

	SharePoint versions
	WSS 3.0 RTM / SP1 / SP2, MOSS 2007 RTM / SP1 / SP2, SharePoint  Foundation / Server  2010

	Browser versions
	Administrators: Internet Explorer 6, 7, 8
End users: n.a.

	Memory
	Any system that comfortably runs SharePoint.

	CPU
	Any system that comfortably runs SharePoint.

	Disk Space
	This Product requires 1MB of space on the C drive.

	Muhimbi License Manager
	In order to run a fully licensed copy of the software, without any ‘trial messages’, you will need to install the License Manager.


2 Deployment
The solution has been packaged as a standard SharePoint solution (wsp) file. One of the key advantages of this mechanism is that installation on a single server will automatically carry out the same installation on all SharePoint servers in the farm. This product is compatible with SharePoint 2007 & 2010.
2.1 Installation
Before deploying the solution, please make sure your account has the privileges to deploy ‘wsp’ files.
If you are experiencing any problems when accessing the solution from SharePoint then please check out chapter 4.3 Common issues & Errors and particularly 4.3.4 ‘Unknown Error’ or ‘resource object not found’.
Please copy the installation files to a local hard disk before starting the installation process as the installer cannot be run from a UNC path.
2.1.1 Installing the license Manager

In order to run a fully licensed copy of the software without any ‘trial messages’ and other limitations, you will need to install the License Manager. For details see the separate ‘License Manager Administration Guide’.

2.1.2 Installation via the command line batch script

If a copy of the solution is already installed on your SharePoint farm then please un-install it first. For details see 2.2 Un-installation.

To install the solution via the command line, run ‘install.cmd’
.
Progress of the installation as well as the outcome of the installation process can be followed via the Central Administration > Operations > Solution Management screen. (In SharePoint 2010 this screen is located at Central Administration > System Settings > Manage Farm Solutions)
Once the installation has completed successfully the feature is automatically activated on all Web Applications.

Verify everything is working correctly as follows:

1. Navigate to Central Admin / Application Management / Muhimbi Workflow Power Pack Settings and verify the page is opened correctly.
2. Open any site collection in SharePoint Designer, create a new Workflow and verify the Execute Custom Code action is listed in the Workflow Actions dialog.
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2.1.3 Feature Activation / Deactivation
The Solution consists of 2 different SharePoint Features:

1. A Farm level Feature, which installs the Configuration screen in Central Administration. This Feature is activated automatically.

2. A Web Application level Feature, which makes the WPP available to SharePoint Designer. This feature is automatically enabled on all Web Applications.
If needed, the features can be deactivated by navigating to ‘Manage Web Application features’ on the Application Management tab in Central Administration. Select the relevant Web Application from the dropdown menu and click the Deactivate button behind the Muhimbi Workflow Power Pack Feature. Please note that in SharePoint 2010 this screen is located in Central Administration > Application Management > Manage Web Applications > Manage Features.
2.2 Un-installation

The solution can be un-installed using a command line batch script, or manually via Central Administration.

Note that to allow upgrading to newer versions, removal of the solution does not remove any settings. 
2.2.1 Un-installation via the command line batch script

To un-install the application, run ‘uninstal.cmd’. This will retract the solution and delete it from the Solution Store.

For more fine grained control either use Central Administration (see 2.2.2) to un-install the solution or manually modify the ‘uninstall.cmd’ script.

Progress of the un-installation as well as the outcome of the process can be followed via the Central Administration > Operations > Solution Management screen. (In SharePoint 2010 this screen is located at Central Administration > System Settings > Manage Farm Solutions)
2.2.2 Un-installation via Central Administration

To un-install the solution using the Central Administration web based interface please follow the steps outlined below:
· Open Central Administration and navigate to Operations > Solution Management. (In SharePoint 2010 this screen is located at Central Administration > System Settings > Manage Farm Solutions)
· Click on the Solution to retract, Muhimbi.WorkflowPowerPack.wsp.
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· Click the ‘Retract Solution’ button.

· Accept the default settings and click OK.

· Depending on the size of the web farm this may take a few minutes. Refresh the Solution Management page until the status is set to Not Deployed.
· Click on the solution name again, Muhimbi.WorkflowPowerPack.wsp.

· Click the ‘Remove Solution’ button to completely remove it from the farm.

The solution can be reinstalled using the steps outlined in chapter 2 Deployment.

3 Post Installation configuration

Once the software has been installed it can be used from a SharePoint Designer workflow without any further configuration. However, you may want to decide to turn off the ability to execute custom code for certain Web Applications. You may also want to make a number of additional Assemblies available to the workflow authors.

[image: image4.png]Muhimbi

& ~ [2] rtlgbeavinso a1, _sdmmt. workhonactons iebappiorkonactonsse =] | 42| X | [0 (o]

W g G| -| @rome rorconverer | @wutintiviordon power.. x | @ Amuncements | | © Tooks -

Central Administration Welcome Jeroen Ritmeger ~ | My Site | My Links ~ |
J% Central Administration

Home | Operatons Site Actions -

View Al Ste Content

Central

e o

+ Operations

= Applcation Web Application

Monagement ‘select the Web Appicaton to onfigure.

Shared Services

‘Administration Enable Custom Code

+ Sharedservices Enableor disable custom C: or Viual Basic 7 Alow custom code n workfos.
code to b executed on the Vieb Appicaton 25
partof aSharepant Designer workfow.

Assembly References e —

‘Speciy which assenblies can be accessed by System

‘ustom code inside workflows on this Web System.Workfiow. Componentodel

Application. “m“‘}’,,’::ﬁ"“ Microsoft.SharePoint, Version=12.0.0.0, Culture=neutral,

':Sﬂ'“‘m size of a8 mudh PublickeyToken=7 1eSbce 11169423

possol. Mcrosoftsharepoint WorkfowActions, Version=12.0.0.0,
s il need to be located n the GAC, Culture=neutral, PublickeyToken=71e5bce 113425

either enter just the assembly name or the flly  Mirosoft VisualBasic

aualfed name. Custom references

Please place each entry on a separate fne. [System Data |
ISystem XL
[System.web

&

[Done [ [ [ | | [& ocalintranet | Protected Mode: OFf | @ | ®100% ~





3.1 Disabling the Execute Custom Code Workflow Activity

For certain Web Applications you may want to prevent workflow Authors from writing their own C# or VB.NET code. In order to disable this functionality follow the steps outlined below:

1. Navigate to Central Admin / Application Management / Muhimbi Workflow Power Pack Settings.

2. Select the Web Application to configure.

3. Clear the check box next to Allow custom code in workflows.
3.2 Enabling additional Assemblies for Workflow Authors

For security and performance reasons it is best to limit the number of assemblies workflow authors can utilise as much as possible. However, to make sure authors can access certain functionality you may want to add additional Assembly References to the Web Application.

The system makes the following Assembly References available by default:

· System

· System.Workflow.ComponentModel

· Microsoft.SharePoint (Version=12.0.0.0)

· Microsoft.sharepoint.WorkflowActions  (Version=12.0.0.0)

· Microsoft.VisualBasic
These references allow workflow authors to access basic SharePoint functionality as well as the standard .net data types. However, if the author wants to be able to access additional functionality such as Database Connectivity, XML parsing or functionality exposed in 3rd party assemblies, then you will need to add references to these assemblies in the Custom References list.

For Example:

· System.Data

· System.XML

· System.Web

To add a custom assembly references, follow the procedure outlined below:

1. Navigate to Central Admin / Application Management / Muhimbi Workflow Power Pack Settings.

2. Select the Web Application to configure.

3. Enter the assembly references in the Custom references section. Make sure to add each reference on its own line. Do not separate entries using commas or semicolons.
Note that any custom assembly references will need to be available in the GAC or the .net framework directory. You can either enter the assembly reference name (without .dll) or the assembly’s strong name.

4 Troubleshooting & Other common tasks

This section provides some helpful pointers to troubleshoot problems. If you still have questions after reading this chapter then please check out the links in chapter 1 Introduction.

4.1 Windows Event Log

Unless you have decided to disable certain logging levels in Central Administration > Operations > Logging and Reporting > Diagnostic logging, (Monitoring > Configure Diagnostic Logging in SP 2010) the following entries may be written to the event log:

1. Warnings: If you are running an evaluation copy of the software, or your license has expired then this is reported as a warning message in the Application Event Log. 

2. Errors: Although the software makes an attempt to catch any error, and present the user with a friendly message, the actual errors are still written to the event log. Errors are usually caused by corrupt documents or a Site Collection running out of space.

Note that all event entries written by Muhimbi’s products use the Windows SharePoint Services 3 Event Source (SharePoint Foundation event source in SharePoint 2010) and can be filtered down by Event ID, which is always 41734.

4.2 SharePoint Trace Log

Unless you have decided to disable certain logging levels in Central Administration > Operations > Logging and Reporting > Diagnostic logging (Monitoring > Configure Diagnostic Logging in SP 2010), the following entries may be written to the SharePoint trace log:

1. All Warnings and errors that are written to the Windows Event Log are also written to the SharePoint Trace log.
2. An entry is written whenever the software is installed, uninstalled, activated or deactivated.
Note that the location of the log files is defined in the Diagnostic Logging screen in Central Administration.
4.3 Common issues & Errors
4.3.1 Your account is not allowed to deploy SharePoint Solutions

Before attempting to deploy the solution, please make sure your account is a Farm Administrator and your account has db_owner rights on the Admin content database. This is a generic requirement for being able to deploy solutions in SharePoint and is not specific to Muhimbi’s products.
4.3.2 Errors on newly added servers

The software may not work on any new servers that have been added to the SharePoint farm after the initial deployment of the solution.

This is a known issue with SharePoint. For details see section 4.3.4.
4.3.3 Evaluation messages are displayed in the User Interface / Workflow History / Windows Event Log
When evaluation messages are displayed or written to the log files then something may be wrong with your license. This may be caused by:
1. No license is present at all. 
Solution: Buy a license at www.muhimbi.com 
2. Your support license has expired and you have installed a copy of the software that was released after the support license expiration date.
Solution: Renew your license or install a copy of the software that was released while your license was valid.
3. Your (temporary) software license has expired. If you have placed your order via the Purchase Order payment type then you may have been issued with a temporary license while we wait for the invoice to be paid.
Solution: Please check with your billing department to see if your invoice has been paid and download your full license from the ‘My Account’ area on the Muhimbi Website.
4. The installed license is for a different Muhimbi Product.
Solution: Please check the installed license is for the correct product.
5. The contents of the license file have been tempered with, either manually or because it has been opened in an application that modifies the content.
Solution: Please download the license again from the My Account area on the Muhimbi Website.
For additional details see Appendix - Licensing.

4.3.4 ‘Unknown Error’ or ‘resource object not found’

If you receive an ‘Unknown Error’, or the equivalent in your local language, then there may have been a problem with the distribution of your language specific resource files. 
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This error is not logged to the event log as this is a SharePoint error triggered before our software is started. To get more details, temporarily change the ‘CallStack’ attribute in the ‘SafeMode’ element in the web.config to ‘True’.

If a message similar to the following is displayed after refreshing the page then you need to force SharePoint to redistribute the resource files.
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This can be done by issuing the following command
 on each server exhibiting the problem:



stsadm -o copyappbincontent
If this does not resolve the problem then copy the resource files manually on all Web Front End Servers from 

C:\Program Files\Common Files\Microsoft Shared\Web Server Extensions\12\CONFIG\Resources\MuhimbiWorkflowActions.*
to

C:\inetpub\wwwroot\wss\VirtualDirectories\<webapplication>\App_GlobalResources
Appendix - Licensing

All Muhimbi products are licensed in a way that allows maximum flexibility. Please familiarise yourself with the licensing agreement, particularly section 3 – Grant of License, before purchasing our software.

For details see:

1. How we license:
http://blog.muhimbi.com/2010/01/how-we-license-our-products-make-sure.html
2. The License Agreement:
http://www.muhimbi.com/Software-License-Agreement.aspx
3. Licensing FAQ:
http://www.muhimbi.com/support/faqs.aspx#Licensing
In summary we support the following license types. Please refer to the resources above for exact details:

	
	Number of servers
	Unlimited Web Applications
	Unlimited Web Farms
	Unlimited Locations
	Redis-tributable
	Includes Source code

	Server  License
	1
	(
	
	
	
	

	Enterprise License
	Unlimited
	(
	(
	(
	
	

	OEM License
	Unlimited
	(
	(
	(
	(
	

	Source Code License
	Unlimited
	(
	(
	(
	(
	(


Please note that some older SharePoint specific license types have been discontinued. However, these are still valid for those customers that have purchased them in the past. Please see the License Agreement for details about these old style licenses.
1. Free evaluation version: If you install the software without a license you are using the evaluation version. The software is fully functional without any time limits, but an evaluation message will be displayed on most screens, in the workflow history and in any generated document. Please do not use any evaluation software in your production environment. You can get support using any of the means in the Support area on our site. 

2. Server License: The easiest way to license our software is to buy a Server License for each of your servers, virtual or physical, that runs our software. This could be all SharePoint servers in your farm or non SharePoint based servers that run our software.

3. Enterprise License: If you are running our software on more than a handful of servers then it may be more economical to purchase an Enterprise License. This allows the software to be installed on an unlimited number of servers in the organisation.

4. OEM License: If you wish to bundle our software with your own solution and redistribute it to 3rd parties then you require an OEM License. Please read the details in the Software License Agreement for more information.

5. OEM License + Source Code: If you need all the benefits of the OEM License and / or you need access to the source code to make modifications specific to your organisation, then this license type is the best option. Note that we do not provide support for our software once changes have been made to the source code. Please read the details in the Software License Agreement if you want to bundle our software with your own solution.

Version � DOCPROPERTY  Version  \* MERGEFORMAT �1.2�





� TITLE  \* MERGEFORMAT �Workflow Power Pack - Administration Guide�








� DOCPROPERTY  Client  \* MERGEFORMAT �Muhimbi Ltd�

















� The process is automated and the administrator does not need to interact with stsadm directly. However, if you are an experienced SharePoint administrator then please feel free to make manual modifications to the batch files. Installation using the command line makes use of the standard stsadm command line utility located at: %CommonProgramFiles%\Microsoft Shared\Web Server Extensions\12\BIN (or ..14\BIN in SP2010)


� SharePoint 2007 ’12.0.0.0’ assemblies are automatically mapped to their SharePoint 2010 ’14.0.0.0’ counterparts.


� STSADM is located at %CommonProgramFiles%\Microsoft Shared\Web Server Extensions\12\BIN (or ..14\BIN in SP2010)
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